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Introduction
▪

Advances in neurotechnologies, artificial intelligence (AI) and Big Data analytics are allowing
devices to interpret patterns from neural and behavioral data to identify and even predict and
manipulate mental states.
▪ Furthermore, there are avenues through which neural and behavioral data can move into the
consumer sphere, be re-identified and brokered.
▪ In response to these developments, there have been a number of approaches proposed to
strengthen protections of brain and behavioral data.
▪ To better understand the landscape of these discussions, we conducted a scoping review to
identify the rationales offered in the ethics and neuroscience literature for establishing protections of
neural data and for protecting people from the risks of behavioral inferences that can be drawn from
personal information.

Methods - Scoping Review (1)

Primary Search
PUBMED Article Search Term: ((brain[Title/Abstract]) OR
(neural[Title/Abstract])) AND (privacy[Text Word]) AND (data[Text
Word]) OR ("mental privacy" [Text Word]) OR (neurorights [Text
Word])
N = 16 (Total 196; Excluded irrelevant articles (180))

Article Search

Articles on Brain Data
*Articles excluded if they were
focused on technical issues (e.g.,
privacy preserving AI and deep
learning models for neural data) or if
they did not provide rationales
specific to protecting brain data

Supplementary Search
Articles Identified through the review of references cited in
the articles from the primary search (16) and additional
articles (2) from hand search
N = 18

Primary Search

Articles on
Behavioral/Inferential Data
*Articles excluded if they were
focused broadly on inferences from
personal data but did not provide
rationales specific to protecting
behavioral data

PUBMED & PSYCINFO Article Search Term: ((mental/Abstract]) OR
(behavioral[Title/Abstract])) AND (privacy[Text Word]) AND
(inferences[Text Word]) OR (computational[Text Word]) OR("mental
privacy" [Text Word]) OR (inferential [Text Word])
N=5 (Total=324; Excluded irrelevant articles: 319)

Supplementary Search
Articles identified through review of references cited in selected
articles from primary search and hand search
N=7

Methods - Scoping Review (2)
▪ Through a preliminary qualitative thematic analysis of target articles, a list of
primary rationales for the protection of brain or behavioral data provided in the
articles were identified.
▪ A matrix was created to chart the articles based on the rationales identified and to
generate a descriptive summary of the results.

Results
Rationales for Protecting Data
"Specialness" of the Data

Type of
Data
Article
includes in
Privacy/
Protection

Mental Privacy

Outcomes-based Reasons

Regulatory
Approaches

Rights Based
Approach

Intimate
Nature

Direct
correlates
of mental
states

Invasive Mindreading/
Brain
decoding

Other

Individual
Freedom of
Thought

Societal impact
(i.e.,
surveillance)

Manipulation
(indirect)

Manipulation
(direct thru tech)

Brain Data
(34)

17
(50%)

5
(14.7%)

25
(73.5%)

7
(20.6%)

13
(38.2%)

6
(17.6%)

4
(11.8%)

8
(23.5%)

18
(52.9%)

8
(23.5%)

Behavioral/
Inferential
Data (12)

5
(41.7%)

0

1
(8.3%)

0

3
(25%)

3
(25%)

0

0

4
(33.3%)

0

Discussion
▪
▪

▪

▪

Neurorights and human rights approaches were an approach discussed in many
articles
Articles from the past 2 years began to focus more on specific regulatory
approaches, such as examining the potential of the European General Data
Protection Rule and similar regulations elsewhere to offer protections from harms
from neural data and algorithmic behavioral inferences
We recommend that a functional approach, attending to the how data may be
used and potential harms that stem from that use, for data protection is
necessary, particularly since neural data may be combined with other personal
data for more precise and invasive analyses of behavior.
We also note the need to provide protections for both individual and societal
harms that can result from technologies that are predictive of mental states.
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